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Cut cross-site tracking, extension access and saved-password risk in Chrome, Firefox and Safari

while keeping the sites you use every day working.

Things you will need

•  A notebook or single spreadsheet for the baseline inventory

•  A screenshot of the before tracker test, dated

•  A second browser profile for work sign-ins

•  An erasable USB drive for the one-off password export

•  A password manager app or subscription for the household

•  A hardware security key for the main email account

•  Recovery codes printed and folded into a drawer

•  The list of ten sites you have not visited in a year

•  A phone with its Safari or browser settings pane open

•  An external drive for encrypted local backups

•  A calendar reminder for the fifteen-minute monthly check

•  Bookmark shortcuts to each browser's site-settings page

•  A note of which browser your bank requires

•  A leak-check page bookmarked for re-testing after changes

Measure What Your Browser Leaks Today

1.  Write Down Every Browser You Actually Use
Before touching a single switch, spend twenty minutes listing what you have: every browser on the

laptop and phone, which one is signed into which account, how many extensions are installed, and

which sites stay logged in.

2.  List Site Permissions for Camera and Location
Open the permission list in each browser and walk it line by line: microphone, camera, location,

notifications, background activity.

3.  Check What Your Address Bar Sends
Search suggestions feel instant and quietly route every half-typed keystroke to whoever powers the

box, before you have decided anything.

4.  Test Your Fingerprint and Tracker Exposure
Run one scan before you change anything so there is a real number to beat.

5.  Export Saved Passwords and Extension Lists Once
Chrome's password area and Firefox's saved logins can both export to a file; do it once on a

machine you own, then open it and count how many entries are duplicated, reused across sites, or

attached to services you abandoned years ago.

Turn On Built-In Protection, Then Repair What Breaks

6.  Switch On the Browser's Tracking Blocker
Three switches cover most of the tracking that follows you between sites, and all three ship with the
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browser.

7.  Raise Protection One Browser at a Time
Strict blocking breaks embedded comments, video players, single sign-on buttons and payment

pages, so change one browser and live with it for three or four days before touching the next.

8.  Repair Broken Sites With Per-Site Exceptions
When a page misbehaves after a switch, add that one site back instead of undoing protection

everywhere.

9.  Clear Cookies for One Site at a Time
Wiping the whole profile signs you out of every site and resets settings you paid attention to acquire,

so work one domain at a time.

10.  Reclaim Permissions You Granted Without Thinking
Permissions are the quiet half of the leak list, and they rarely expire on their own.

Trim Extensions, Fix Passwords, Encrypt Lookups

11.  Remove Extensions Unused for Ninety Days
Open the extension manager in every browser — chrome://extensions on desktop Chrome,

about:addons in Firefox, Settings then Extensions in Safari — and uninstall anything you cannot

name a current use for.

12.  Cut Each Extension's Access to the Minimum
Least privilege means the shopping helper does not need to read every tab and the grammar tool

does not need to run in private windows.

13.  Move Passwords Into a Standalone Manager
Turn the save-password prompt off in each browser, then move what survives into one manager and

let it generate unique ones from now on; our password manager and account recovery guide covers

choosing one, setting it up, and writing down the recovery code on the same day you create it.

14.  Encrypt DNS Lookups With a Trusted Resolver
Unencrypted domain lookups tell your network provider, and anyone watching the wire, every site

name you resolve before the page itself is encrypted.

15.  Close WebRTC Leaks Where the Browser Allows
WebRTC lets a page negotiate peer connections that can reveal your local network address, and

sometimes the public one, even when you never granted camera or microphone access.

Separate Profiles, Sync Deliberately, Re-Check Monthly

16.  Split Work From Personal in Separate Profiles
Give work its own browser profile and personal life its own: Chrome and Edge have named profiles,

Firefox can use separate profiles from its profile manager page or the free Multi-Account Containers

add-on that keeps cookies per tab group, and Safari's support for profiles varies by version, so a

separate computer or phone user account is the honest fallback.

17.  Know What Private Browsing Does Not Hide
A private or incognito window discards local history and cookies when the last window closes; it

does not hide your IP address from the sites you visit, does not stop your employer or network

operator logging what you open, does not remove permissions you already granted, and does not

blind an extension you allowed to run there.
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18.  Limit What Syncs and Encrypt Backups
Sync is convenience with a wider blast radius, so decide what crosses between devices instead of

accepting the default.

19.  Check Breach Exposure for Every Address
Have I Been Pwned is a free lookup that compares an email address, or a whole domain, against

collections of data that have leaked from organisations, and reports which incident an address

appeared in and which fields were involved.

20.  Re-Check Every Thirty Days and Respect Limits
Put fifteen minutes in the calendar on the same day each month: recount extensions, reopen the

permission lists, rerun the tracker test and compare it with your baseline screenshot, rerun the

breach lookup for your main addresses, and clear cookies for the three sites whose prompts

annoyed you.

Sources

1. Delete, allow, and manage cookies in Chrome
   https://support.google.com/chrome/answer/95647

2. Understand privacy in Chrome
   https://support.google.com/chrome/answer/14225066

3. Enhanced Tracking Protection in Firefox (Desktop)
   https://support.mozilla.org/en-US/kb/enhanced-tracking-protection-firefox-desktop

4. Change Privacy settings in Safari on Mac
   https://support.apple.com/guide/safari/sfri35610/mac

5. Cover Your Tracks
   https://coveryourtracks.eff.org/

6. Have I Been Pwned
   https://haveibeenpwned.com/

7. Cloudflare 1.1.1.1 with WARP
   https://one.one.one.one/

Written as a checklist from https://www.howcompass.com/how-to/Harden-Your-Browser-Privacy. Corrections: https://www.howcompass.com/corrections
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